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whoami

• Managing Embedded Firmware projects 
since 2015

• Zephyr enthusiast, developer and PM since 
January 2017

• Conference speaker and organizer

• Open Source Firmware evangelist

• 13 years in business

• C-level in:

Piotr Król, 
CEO and Co-Founder of LPN Plant

@lpnplant
@pietrushnic
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Who we are?

• Wireless connectivity integrator for 
Industrial IoT

• Smart Metering and Smart Lighting 
based on OSS components

• Embedded Software Developers 
leveraging Zephyr on nodes

• Yocto-based gateways using Xen and 
TrenchBoot 

• Open Source Firmware enthusiasts and 
evangelists
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Agenda

• LoRaWAN introduction
• Device Firmware Upgrade in Zephyr
• DFU strategies using MCUboot
• Problem statement
• Proposed solution

• Gateway
• Node
• LoRaWAN multicast
• Update logic

• “Demo”
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LoRaWAN introduction

• Long Range Wide Area Networking standard 
which leverages unlicensed radio spectrum in the 
Industrial, Scientific and Medical (ISM) band

• Works well in urban, industrial and in door 
environment

• AES128 end-to-end encryption
• Good alternative for NB-IoT and LTE-M low 

bandwidth applications like smart metering or 
smart lighting

• Low power
• Ability to leverage public or built private 

infrastructure for your application
Image: https://www.semtech.com/lora/what-is-lora

https://www.semtech.com/lora/what-is-lora
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Device Firmware Upgrade in Zephyr

• Zephyr-based applications can be updated using code from Device 
Firmware Upgrade subsystem

• subsys/dfu/boot - interface code for bootloaders
• subsys/dfu/img_util - firmware image management code

• The goal is to deal with firmware images not transport and management 
protocols required to tx/rx image

• As example Zephyr supports BLE and serial as DFU transport
• Zephyr is directly compatible with MCUboot - Apache 2.0 licensed 

cross-RTOS bootloader
• Enabling MCUboot for your Zephyr-based application is straight forward and 

described well in documentation: 
https://docs.zephyrproject.org/latest/guides/device_mgmt/dfu.html

https://docs.zephyrproject.org/latest/guides/device_mgmt/dfu.html
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DFU strategies using MCUboot

• Fixed location - firmware images are built to run only from fixed location in 
flash, strategy how to handle transition to new firmware has to be 
configured at build time

• Swapping
• Overwriting
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DFU strategies using MCUboot

• Swapping - strategy use scratch area to swap content of primary and 
secondary image
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DFU strategies using MCUboot

• Overwriting - bootloader overwrite primary slot with the content of 
secondary slot
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DFU strategies using MCUboot

• Other strategies:
• Direct XIP - use active image flag to mark active image, requires 

awareness of execution location both by build system and update client
• RAM load - execution happen in memory

• More details can be found in MCUboot documentation: 
https://mcuboot.com/design.html

• Terminology clarification: Device Firmware Upgrade which happen using 
wireless technology we often call Over-The-Air (OTA) upgrade/update

https://mcuboot.com/design.html
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Problem statement

• Nodes downtime should be minimized
• LoRaWAN payload size is small in comparison to firmware size
• We operate in crowded noisy environment some packets may be lost or 

broken - progress of upgrade on each node can be different
• Transmission time depends on regulation

• For example in Europe duty cycle is 0.1% and 1% depending on 
channel

• There are some features of  LoRaWAN that help optimizing data rates, 
airtime and energy consumption like Adaptive Data Rate but it has its 
own limitation depending on transmission

• Duty cycle or power cycle is the fraction of one period in which a signal or 
system is active
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LoRaWAN constraints

In Europe the data rate that is the most 
resilient to noise is LoRa: SF12 / 125 kHz 
(Data Rate 0)
In this case the payload limitation is 51 
bytes.
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Proposed solution: LoRaWAN gateway

• AMD Quad Core 1GHz, 4GB 
DDR3-1333 DRAM

• RS-232, 2x USB 3.0
• 3x Intel i210AT NICs
• mSATA and 2x mPCIe slots
• Open Source Firmware (Dasharo 

Secure Gateway coreboot-based)
• TPM support
• LTE and WiFi ready
• In-door and Outdoor (IP67) option
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Proposed solution: LoRaWAN gateway
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Proposed solution: LoRaWAN node

• STM32L4 + LoRaWAN module
• MCUboot and Zephyr RTOS
• on-board temperature measurement
• energy consumption monitoring
• 2 isolated digital inputs and outputs
• power: 12-24 V DC input or internal 

battery
• RS-485, 4-20mA, 1-wire
• sensor can be powered by the node
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Proposed solution: LoRaWAN node
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Proposed solution: LoRaWAN multicast

• LoRaWAN nodes can receive only unicast messages unless DevID is 
assigned

• DevID is integer number which uniquely identifies the device in whole network
• The DevID is used later in the multicast messages to determine part of 

message which is related to given node.
• Multicast mask describes which nodes are active in multicast operation like 

FOTA
• Nodes apart from their device specific LoRaWAN keys can be assigned with 

multicast keys common to the nodes within the same multicast group.
• Using multicast mask  and DevID we can solve 2 problems

• Delivering messages to multiple nodes
• Retransmitting missing packets to specific nodes
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Proposed solution: gateway update logic

• Gateway update logic start update 
with following information

• msk - Device mask used in 
multicast downlinks

• c - CRC32 of the whole binary

• tp - Total number of packets

• Each binary fragment contains 
also a packet id and CRC8 of the 
packet itself:
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Proposed solution: gateway update logic 
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Proposed solution: node update logic 
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Proposed solution: node update logic 
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Demo - Node

• Running application on the MCU • Starting OTA update
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Demo - Gateway 

• Starting CLI helper tool sending 
packetized new demo-update.bin 
binary with fw version 1.1.5

• Firstly the tool sends the 
METADATA about the update to 
devices in the specified 
MULTICAST GROUP. Individual 
devices from the multicast group 
can be selected with device 
mask (part of our custom 
protocol).
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Demo

• Edit Master text styles
• Second level

• Third level
• Fourth level

• Fifth level

• Edit Master text styles
• Second level

• Third level
• Fourth level

• Fifth level
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Demo - Node

https://asciinema.org/a/cjKoWkNVxzM3LEcvsVGdEcHle

https://asciinema.org/a/cjKoWkNVxzM3LEcvsVGdEcHle


Q&A




