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coreboot licensed service providers since 2016
coreboot project leadership participants
UEFI Adopters since 2018
Official consultants for fwupd/LVFS project
Open Source Firmware enthusiasts and evangelists

Who we are?
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Our clients were asking if there is an easy way to upgrade firmware in BSD
distributions

The community were asking if there is the possibility to port fwupd to BSD
distributions

fwupd port is funded by NLNet foundation - https://nlnet.nl/project/fwdup-
BSD/

Project genesis
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Outdated firmware makes devices vulnerable to the different attacks

fwupd project can query supported hardware for the current firmware
versions
and also deploy new firmware versions to devices

LVFS is a secure web service that provides information about available
firmware updates. It can be used by the OEM's to upload firmware
archives
downloaded by the users

Our mission is to port fwupd to BSDs to make the firmware update
process easier for the BSD community

fwupd - overall information
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Image source: https://lvfs.readthedocs.io/en/latest/intro.html

fwupd/LVFS architecture
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The LVFS is a secure web service that is used by OEM's to provide
firmware
updates

The LVFS provides metadata that contains information about possible
updates

The firmware updates are packed into cabinet archives. The archive
contains
the firmware blob, information about the update, and jcat file,
which is used
to verify the firmware updates

A manufacturer is signing the firmware and this sign is verified during the
update

Linux Vendor Firmware Service (LVFS)
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We focused on four BSD operating systems: DragonflyBSD, FreeBSD,
NetBSD,
and OpenBSD

Initially, we wanted to create one pkgsrc package for all four operating
systems

The pkgsrc documentation [1] declares support for each OS, but
after proof
of concept work and dependencies hell that we met, we decided to
create
four different packages using the native package managers


 
 


[1] https://www.netbsd.org/docs/pkgsrc/introduction.html#intro.platforms

Compilation of fwupd on the *BSDs

9 / 29
EuroBSDCon 2021, September 17-19 


CC BY | Norbert Kamiński

https://www.netbsd.org/docs/pkgsrc/introduction.html#intro.platforms


At first, we have created the ports for the fwupd dependencies
(libgusb,
libjcat, libxmlb, libefiboot)

Then we added ifdefs for Linux related parts of the fwupd code

The last step was an adaptation of the fwupd plugins to the *BSDs needs

Process of creation fwupd port for *BSDs
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We created fwupd packages for all four operating systems. FreeBSD
package is
during the upstream process. The rest of the packages will be
upstreamed in the
close future

Our initial goal was to develop the fwupd functionalities in the FreeBSD

Our next steps will be testing fwupd functionalities and solving the
problems in the DragonflyBSD

Current status of work
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At the beginning of fwupd for *BSDs development, we created FreeBSD
Continuous Integration [1] in the fwupd repository

Continuous Integration let us develop new changes with the confidence
that
we do not break the build process

We used GitHub actions FreeBSD virtual machine [2] as a testing
environment

As a result, CI creates a fwupd package that could be installed in the
FreeBSD

[1] https://github.com/fwupd/fwupd/blob/master/.github/workflows/main.yml#L80 [2] https://github.com/marketplace/actions/freebsd-vm

FreeBSD CI for fwupd
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[1] https://github.com/fwupd/fwupd/runs/3626962351 [2] https://youtu.be/-j20jQ_hpzo

FreeBSD CI for fwupd - demo
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To update the device we need to know exactly what hardware is connected
to
our PC and if there are possible firmware updates for our devices

For this purposes, we are using three fwupd commands - get-devices,
refresh,
and get-updates

There was a problem with updating fwupd metadata information about
possible
firmware updates

It was caused by memfd_create() which was not available at FreeBSD 12.2
(It
is already added in the FreeBSD 13.0)

Now fwupd checks if the function is available. If not, it emulates
an in-
memory file by an unlinked temporary file [1]

[1] https://github.com/fwupd/fwupd/pull/3279/files

Information about possible updates
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nkaminski@nkaminski:~/projects/fwupd/build/src $ ./fwupdmgr  get-devices
WARNING: This package has not been validated, it may not work properly.
Unknown Product
│
└─ColorHug2:
      Device ID:          003dd5443e411c857e1a6220d9b68ee3136661ec
      Summary:            An open source display colorimeter
      Current version:    2.0.6
      Vendor:             Hughski Ltd. (USB:0x273F)
      Install Duration:   8 seconds
      GUIDs:              2082b5e0-7a64-478a-b1b2-e3404fab6dad
                          aa4b4156-9732-55db-9500-bf6388508ee3
                          101ee86a-7bea-59fb-9f89-6b6297ceed3b
                          2fa8891f-3ece-53a4-adc4-0dd875685f30
      Device Flags:       • Updatable
                          • Supported on remote server
                          • Device can recover flash failures

fwupdmgr get-devices
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nkaminski@nkaminski:~/projects/fwupd/build/src $ ./fwupdmgr refresh --force
Fetching metadata https://cdn.fwupd.org/downloads/firmware.xml.gz
Downloading…             [***************************************]
Fetching signature https://cdn.fwupd.org/downloads/firmware.xml.gz.jcat

Successfully downloaded new metadata: 0 local devices supported

fwupdmgr refresh
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nkaminski@nkaminski:~/projects/fwupd/build/src $ ./fwupdmgr  get-updates
WARNING: This package has not been validated, it may not work properly.
Unknown Product
│
└─ColorHug2:
  │   Device ID:          003dd5443e411c857e1a6220d9b68ee3136661ec
  │   Summary:            An open source display colorimeter
  │   Current version:    2.0.6
  │   Vendor:             Hughski Ltd. (USB:0x273F)
  │   Install Duration:   8 seconds
  │   GUIDs:              2082b5e0-7a64-478a-b1b2-e3404fab6dad
  │                       aa4b4156-9732-55db-9500-bf6388508ee3
  │                       101ee86a-7bea-59fb-9f89-6b6297ceed3b
  │                       2fa8891f-3ece-53a4-adc4-0dd875685f30
  │   Device Flags:       • Updatable
  │                       • Supported on remote server
  │                       • Device can recover flash failures
  │
  └─ColorHug2 Device Update:
    New version:      2.0.7
    Remote ID:        lvfs
    Summary:          Firmware for the Hughski ColorHug2 Colorimeter
    License:          GPL-2.0+
    Size:             16.4 kB
    Created:          2016-12-28
    Urgency:          Medium
    Source:           https://github.com/hughski/colorhug2-firmware
    Vendor:           Hughski Limited
    Duration:         8 seconds
    Flags:            is-upgrade
    Description:
    This release fixes prevents the firmware returning an error when the remote SHA1 hash was never sent.

fwupdmgr get-updates
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The next step was enabling firmware updates for USB devices

We encountered a problem with FreeBSD libusb which prevented USB
devices
from returning to the operating system after reboot

fwupd uses the libgusb library, a GLib wrapper around libusb. The usual
flow
of an update is as follows:

Issue command to the device to enter bootloader mode - in the
case of
ColorHug2, a custom HID-based flashing mode
Write an update to the device
Upon successful update, return the device to runtime mode

The issue occurred after the first step

Updating USB devices
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We were unable to reattach the device to the host. After issuing a
command to
reset the device back to normal operation, the OS would not
recognize and
reattach it - it would stay gone

Because libgusb uses libusb asynchronous API, fwupd would close a device
after an update before all events had been processed. Upon processing
such
an event, libusb would detect that the device is gone and mark it with
a
device_is_gone flag

This meant that on all future requests, libusb would fail with a
LIBUSB_ERROR_NO_DEVICE error

We fixed that by clearing the device gone flag, in case the device was
opened after a re-attach, to allow new transaction [1]

[1] https://cgit.freebsd.org/src/commit/?id=6847ea50196f1a685be408a24f01cb8d407da19c

Updating USB devices firmware
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???????????????????????????????????????????????????????????????????????????????? 

? Upgrade ColorHug2 from 2.0.6 to 2.0.7? ? 

???????????????????????????????????????????????????????????????????????????????? 

? This release fixes prevents the firmware returning an error when the remote ? 

? SHA1 hash was never sent. Most users do not need to upgrade. ? 

? ColorHug2 and all connected devices may not be usable while updating. ? 

???????????????????????????????????????????????????????????????????????????????? 

Perform operation? [Y|n]: Y 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:36.334: downloading https://fwupd.org/downloads/0a29848de74d26348bc5a6e24fc9f03778eddf0e-hughski-colorhug2-2.0.7.cab 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:36.334: Emitting ::status-changed() [downloading] 

Downloading? [ - ](fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.417: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.417: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.417: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.417: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.417: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.417: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 43% 

Downloading? [**************** ](fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 43% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 65% 

Downloading? [************************* ](fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.418: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.419: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.419: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.419: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.419: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.421: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.421: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.421: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.421: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.422: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.422: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.422: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.422: download progress: 65% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.611: download progress: 100% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.611: download progress: 100% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.611: download progress: 100% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.611: download progress: 100% 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.611: Emitting ::status-changed() [idle] 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.614: Emitting ::status-changed() [decompressing] 

Decompressing? [***************************************](fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.633: Emitting ::status-changed() [idle] 

Decompressing? [***************************************] 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.634: Emitting ::status-changed() [waiting-for-auth] 

Authenticating? [***************************************] 

(fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.684: Emitting ::status-changed() [device-restart] 

Restarting device? [***************************************](fwupdmgr:57173): Fwupd-DEBUG: 14:55:37.684: Emitting ::device-changed(71413822e87deae707da948bd4b7e537af463c19) 

Updating ColorHug2? 

Restarting device? [***************************************]

[1] https://asciinema.org/a/G2OT5XvMpv9r10Q6qD5rZBbLA

Updating USB devices firmware - demo
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From the perspective of security, UEFI updates are critical, and
implementing
this functionality for FreeBSD was a priority

There were a couple parts that had to be implemented to make it work:

UEFI ESRT table support in FreeBSD, and support for it in fwupd
FreeBSD efivar backend for fwupd - on Linux, efivar support is
implemented
via a sysfs interface, while FreeBSD has a C API
bsdisks support in fwupd
adding FreeBSD support in the UEFI update capsule plugin

Uefi_logo

Updating UEFI devices firmware
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UEFI ESRT (EFI System Resource Table) is a standard interface for firmware
updates available since UEFI 2.5. It exposes, among other data,
information
about the currently installed firmware versions and the status
of the last
update attempt

It’s used by fwupd for detection and matching available updates.
Support
for these tables was missing in FreeBSD, so we added it [1]

[1] https://reviews.freebsd.org/D30104

Updating UEFI devices firmware - UEFI ESRT
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fwupd applies firmware updates by installing a small EFI binary along
with
the update capsule into the ESP and setting the EFI bootnext variable
to
point to it

The machine reboots and launches the EFI binary which then calls
UpdateCapsule(), which tells the UEFI to apply the capsule. The actual

flashing is handled by the UEFI implementation itself

This requires efivar support, and FreeBSD has a different, programmatic
API,
so support for it had to be added in fwupd. Furthermore, since
FreeBSD has
a disk management API that differs slightly from the Linux
standard UDisks2 API,
support for it also had to be added [1], [2]

[1] https://github.com/fwupd/fwupd/pull/3330 [2] https://github.com/fwupd/fwupd/pull/3318

Updating UEFI devices firmware
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DeviceId: 9c63461f2152ac7eb0302268033e17bad5400d1f 

Guid: 34578c72-11dc-4378-bc7f-b643866f598c 

Guid: 230c8b18-8d9b-53ec-838b-6cfc0383493a <- main-system-firmware 

Guid: 18a8f546-f58a-556b-ae29-00fc15163b7d <- UEFI\RES_{34578C72-11DC-4378-BC7F-B643866F598C} 

Plugin: uefi_capsule 

Protocol: org.uefi.capsule 

Flags: internal|updatable|require-ac|registered|needs-reboot|can-verify|usable-during-update 

Vendor: Dell Inc. 

VendorId: DMI:Dell Inc. 

Version: 70402 

VersionLowest: 70402 

VersionFormat: number 

VersionRaw: 0x00011302 

VersionLowestRaw: 0x00011302 

Icon: computer 

Created: 2021-06-15 

PhysicalId: ESRT/0 

FallbacktoRemovablePath:false 

RequireShimForSecureBoot:true 

RequireESPFreeSpace: 33554432 

InternalFlags: md-set-verfmt|md-set-icon 

Kind: system-firmware 

FwClass: 34578c72-11dc-4378-bc7f-b643866f598c 

CapsuleFlags: 0x20000 

FwVersion: 0x11302 

FwVersionLowest: 0x11302 

LastAttemptStatus: success 

LastAttemptVersion: 0x0 

EspId: /org/freedesktop/UDisks2/block_devices/nvd0p1 

RequireESPFreeSpace: 33554432 

RequireShimForSecureBoot:true 

12:47:07:0807 FuDevice changing verfmt for 9c63461f2152ac7eb0302268033e17bad5400d1f: number->dell-bios 

12:47:07:0807 FuDevice changing version for 9c63461f2152ac7eb0302268033e17bad5400d1f: 70402->1.19.2 

12:47:07:0807 FuDevice changing version lowest for 9c63461f2152ac7eb0302268033e17bad5400d1f: 70402->1.19.2 

12:47:07:0809 FuPluginUefiCapsule BGRT setup failed: BGRT is not supported 

12:47:07:0809 FuPluginUefiCapsule UX Capsule support : Disabled 

12:47:07:0809 FuEngine using plugins: bcm57xx, bios, ccgx, colorhug, cpu, cros_ec, dell_dock, dfu, dfu_csr, ebitdo, ep963x, fastboot, fresco_pd, goodixmoc, hailuck, jabra, nitrokey, rts54hid, rts54hu 

b, solokey, steelseries, synaptics_cxaudio, synaptics_prometheus, system76_launch, uefi_capsule, vli, wacom_usb, analogix, msr, uefi_recovery 

12:47:07:0824 FuEngine service restarted, but no reboot has taken place 

12:47:07:0824 FuEngine inheriting needs-reboot for System Firmware 

12:47:07:0824 FuEngine Emitting PropertyChanged('Status'='idle') 

Loading… [***************************************] 

12:47:07:0826 FuEngine ignoring 1.19.2 == 1.19.2 

12:47:07:0826 FuEngine ignoring 1.18.0 < 1.19.2 

WARNING: UEFI capsule updates not available or enabled in firmware setup 

See https://github.com/fwupd/fwupd/wiki/PluginFlag:capsules-unsupported for more information. 

WARNING: This package has not been validated, it may not work properly. 

12:47:07:0829 FuEngine ignoring 1.19.2 == 1.19.2 

12:47:07:0829 FuEngine ignoring 1.18.0 < 1.19.2 

╔══════════════════════════════════════════════════════════════════════════════╗ 

║ Upgrade System Firmware from 1.19.2 to 1.22.1? ║ 

╠══════════════════════════════════════════════════════════════════════════════╣ 

║ This stable release fixes the following issues: ║ 

║ • Updated the video controller name in the BIOS to match with the video ║ 

║ controller name in the operating system. ║ 

║ 5FFDN must remain plugged into a power source for the duration of the ║ 

║ update to avoid damage. ║ 

╚══════════════════════════════════════════════════════════════════════════════╝ 

Perform operation? [Y|n]:

[1] https://asciinema.org/a/EG2W6t13jeyxyoQIxzc4dmgeQ

Updating UEFI devices - demo
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Updating UEFI devices - update process
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Updating UEFI devices - update process
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We are open to cooperate and discuss

 contact@3mdeb.com

 facebook.com/3mdeb

 @3mdeb_com

 linkedin.com/company/3mdeb

https://3mdeb.com

Book a call

Sign up for the newsletter

Feel free to contact us if you believe we can help you in any way. We are
always
open to cooperate and discuss.

Contact us
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Many thanks to our engineers who make fwupd for BSD possible:

Michał Kopeć

Sergii Dmytruk

Pavel Balaev

Many thanks!

28 / 29
EuroBSDCon 2021, September 17-19 


CC BY | Norbert Kamiński



Q&A
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